Spyware
Most of this information came from an article in PC Magazine:

Spyware—It's lurking on your machine 
By Cade Metz, April 22, 2003, http://www.pcmag.com/article2/0,1759,981604,00.asp
Spyware is a general term for a program that surreptitiously monitors your actions. Spyware is an advertising or marketing program that launches pop-up ads. Some “free” software programs use spyware as a way to make money. Spyware can add bookmarks to your browser's menu even change your browser's home page. More disturbing, to serve ads and sites tailored for you, they transmit information about your PC and your surfing habits back to the company that launched it. Using your Internet connection to do it and so slowing your access to the Internet.
Most Spyware is a "drive-by download." They come to you piggy-backed with another application, one that you want to use. However, if your Internet security controls aren't properly set, just visiting a Web site or clicking on a Web ad can install the Spyware. Companies like DoubleClick use small files called cookies to track you online. Others, like WinWhatWhere, sell key loggers, which let others see your every keystroke. Trojan horses like Back Orifice and NetBus let hackers not only track your behavior but even take control of your PC. 
Some of programs using spyware will not work once the spyware is removed.

Removing Spyware

The two favorite programs for both PC Magazine and ZD Net were: Spybot Search & Destroy and Ad-Aware. PC Magazine recommended installing and using both. 
This is what they had to say:
Two Are Better Than One

Anti-Spyware is still an infant class of software, but it's the best tool available right now. We recommend that instead of running any one program you combine our two favorites: Spybot Search & Destroy and Ad-aware. The former was the best at scanning disks in our tests, though its interface is a bit clumsy. The latter has a friendlier interface, and the $27 Plus version has the memory-resident scanner that did best in our tests. Spybot Search & Destroy warned us that Ad-aware might mistake its quarantined files for active spyware, but we didn't encounter this problem in our evaluation.

	SpyBot Search & Destroy

	April 22, 2003
By  Larry J. Seltzer 

	  Product: SpyBot Search & Destroy 

  Price: Free (donation requested) 

  Company Info: PepiMK Software, http://spybot.safer-networking.de/
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	Ad-aware 6
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By  Larry J. Seltzer 

	  Product: Ad-aware 6 

  Price: Free; Plus version, $26.95 direct; Professional version, $39.95 

  Company Info: Lavasoft, www.lavasoftusa.com
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