Firewalls
A firewall is a hardware or software buffer that is placed between your computer and the Internet. A firewall allows only specific kinds of messages from the Internet to flow in and out of your computer. This protects you from intruders or hackers who might try to use the Internet to break into your computer.
If you have a high-speed Internet connection that is always on, your home computer may be probed by a hacker at any hour of any day. These hackers are seeking an entrée they can use to hide software that would allow the computer to be "zombied," or controlled remotely. Hackers and computer viruses can trash your computer--or use it to attack banks, insurance companies, power plants, and other institutions. 
To stop them, a software firewall can be installed on the computer in your home that has an Internet connection. This computer is considered a gateway because it provides the only point of access between your home network and the Internet. 

This is from Consumer Reports but the ratings were repeated with minor differences at ZDNet and PC Magazine. Overall Rating combines protection, features, and ease of setup and use. Incoming protection measures how effectively the product hides your computer and prevents access to it by intruders on the Internet. Outgoing protection indicates how well the product prevents malicious software on your computer from communicating with others on the Internet. A dash means the software lacks outgoing protection. Features is our assessment of how readily you can customize the firewall.
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	SOFTWARE FIREWALLS 

	ZoneAlarm Pro 3.0 (Zone Labs) 
	$50 
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	Outstanding performance. Gives detailed information about intrusions. 

	Norton Personal Firewall 2002 (Symantec) 
	50 
	[image: image7.png]



	[image: image8.png]



	[image: image9.png]



	[image: image10.png]



	[image: image11.png]



	Outstanding performance. Security Assistant with plain English advice. Creates automatic rules for new software applications that it recognizes. Macintosh version available. 

	Personal Firewall Pro 5.0 (Sygate) 
	40 
	[image: image12.png]



	[image: image13.png]



	[image: image14.png]



	[image: image15.png]



	[image: image16.png]



	A notch lower in performance. Lets you control incoming traffic for specific Internet addresses and time periods. 

	McAfee Firewall 3.0 (Network Associates) 
	30 
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	A notch lower in performance. Also bundled with company's antivirus software. 


The highest level of security would be to allow no traffic into or out of your computer. But this would defeat the point of being connected to the Internet. One of the best things about a firewall from a security standpoint is that it stops anyone on the outside from logging onto a computer in your private network. While this is a big deal for businesses, most home networks will probably not be threatened in this manner. Still, putting a firewall in place provides some peace of mind. 

IF YOU'VE BEEN HACKED 

What to do. Immediately disconnect the phone or cable jack from the computer. Run a complete virus scan on your computer to remove software such as a Trojan Horse, which hackers may have planted. A free trial version of a Trojan-cleaning utility is at www.moosoft.com. If you don't already have a firewall, install one. Before reconnecting to the Internet, try to find out why your computer was vulnerable.
Where I found this Information

	Consumer Reports
	www.consumerreports.org

	PC Magazine
	www.pcmag.com

	ZDNet
	www.zdnet.com

	Learn the Net
	www.learnthenet.com

	How Stuff Works
	www.howstuffworks.com

	What you need to know about
	www.about.com


What It Protects You From
There are many creative ways that unscrupulous people use to access or abuse unprotected computers: 

· Remote login - When someone is able to connect to your computer and control it in some form. This can range from being able to view or access your files to actually running programs on your computer. 

· Application backdoors - Some programs have special features that allow for remote access. Others contain bugs that provide a backdoor, or hidden access, that provides some level of control of the program. 

· SMTP session hijacking - SMTP is the most common method of sending e-mail over the Internet. By gaining access to a list of e-mail addresses, a person can send unsolicited junk e-mail (spam) to thousands of users. This is done quite often by redirecting the e-mail through the SMTP server of an unsuspecting host, making the actual sender of the spam difficult to trace. 

· Operating system bugs - Like applications, some operating systems have backdoors. Others provide remote access with insufficient security controls or have bugs that an experienced hacker can take advantage of. 

· Denial of service - You have probably heard this phrase used in news reports on the attacks on major Web sites. This type of attack is nearly impossible to counter. What happens is that the hacker sends a request to the server to connect to it. When the server responds with an acknowledgement and tries to establish a session, it cannot find the system that made the request. By inundating a server with these unanswerable session requests, a hacker causes the server to slow to a crawl or eventually crash. 

· E-mail bombs - An e-mail bomb is usually a personal attack. Someone sends you the same e-mail hundreds or thousands of times until your e-mail system cannot accept any more messages. 

· Macros - To simplify complicated procedures, many applications allow you to create a script of commands that the application can run. This script is known as a macro. Hackers have taken advantage of this to create their own macros that, depending on the application, can destroy your data or crash your computer. 

· Viruses - Probably the most well-known threat is computer viruses. A virus is a small program that can copy itself to other computers. This way it can spread quickly from one system to the next. Viruses range from harmless messages to erasing all of your data. 

· Spam - Typically harmless but always annoying, spam is the electronic equivalent of junk mail. Spam can be dangerous though. Quite often it contains links to Web sites. Be careful of clicking on these because you may accidentally accept a cookie that provides a backdoor to your computer. 

· Redirect bombs - Hackers can use ICMP to change (redirect) the path information takes by sending it to a different router. This is one of the ways that a denial of service attack is set up. 

· Source routing - In most cases, the path a packet travels over the Internet (or any other network) is determined by the routers along that path. But the source providing the packet can arbitrarily specify the route that the packet should travel. Hackers sometimes take advantage of this to make information appear to come from a trusted source or even from inside the network! Most firewall products disable source routing by default. 

General Security Tips from www.learnthenet.com
The openness of the Internet has dramatically transformed global communications, making it easy for people around the world to exchange information. But the very same openness creates an enormous problem. Anyone can access the network, yet not everyone has good intentions. Some engage in malicious mischief by unleashing destructive software programs, while others view hacking computer networks as sport. Then there are people with criminal goals in mind. 

With heightened security concerns in the wake of the September 11th attacks in the United States, it's a good time to reexamine the security of your personal data. Here are our recommendations, along with links to more detailed information: 
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Use anti-virus software. 

Viruses spread rapidly and can damage or destroy your computer. New ones appear almost daily. It's critical that you install and update anti-virus software regularly. Periodically use the program to scan all the files on your system, weeding out infected ones.
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Be wary of e-mail attachments. 

Viruses can hide in an attachment. Opening it will unleash the virus. Don't open an attachment from anyone you don't know. Even if you do know the sender, an infected attachment may have been surreptitiously sent from an infected machine. The safest thing to do is to scan the attachment with anti-virus software before you open it. 
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Install a firewall on your computer. 

A firewall is a software program that blocks unauthorized access to your computer. This is particularly important if you have a broadband connection, such as DSL or a cable modem. One program that we like is ZoneAlarm. You can download it for free for personal use from the Zone Labs website. 
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Pay attention to passwords. 

Many online services, such as banking, brokerage and e-mail require the use of passwords. A secure password is the first line of defense against cyber-snoops. Use a different password for each account, don't divulge them to anyone and change them periodically.
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Update security patches for your operating system and web browser. 

You've probably read about security "holes" that turn up periodically. Once they are discovered, you can download fixes. For Windows users, an easy way to update your system is click on the Windows Update option under the Start menu or by pointing your web browser to this link: http://windowsupdate.microsoft.com/. 
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Back up your data.
Make copies of your files in case they become corrupted or your system fails. Get in the habit of doing this on a regular basis, at least once a week.
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Log offline when you are done for the day. You are most vulnerable when connected to the Net. If there isn't a good reason to remain online, disconnect from the network. 

Follow these tips and you will enhance your personal security and the health of your PC. 

