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3 
CS160B 
CS 177 
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This course covers current tools and 
techniques for quality assurance testing, 
building and releasing software systems. 
Building on basic skills learned in courses in 
Linux, introductory programming and 
Software Engineering it provides experience 
with current software systems in the area 
and with its best practices. It is a core 
requirement of our QA, Build and Release 
Automation Certificate and is designed to 
prepare students for entry-level employment 
in the area, 
No 
Letter, PassINo Pass 
o 

Software quality assurance (QA) as the planned systematic set of actions that provide 
confidence in a software product. Automated test execution and best practices, build 
methods, revision control and release management, continuous integration (CI), 
deployment and distributed builds. CI server setup, repository creation, writing and 
executing test cases. 

IV. MAJOR LEARNING OUTCOMES 
Upon completion of this course a student will be able to: 

A, Utilize the contents of a repository to build versioned production software. 
B. Create an internal package repository from built software, 
C. Perform continuous integration tests on the contents of a repository, 
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D. Implement, exercise and manage QA and regression tests for known defects and 
issues. 

E. Eliminate unnecessary elements from production release candidates. 
F. Manage version tags and branches to build specific software versions. 

V.CONTENT 
A. Overview & Definitions of Software Quality, QA, Build and Release 

1. Quality goals and metrics 
2. The software release cycle. 
3. Cost of quality & testing ethics 
4. Categories of testing such as functional, performance, regression, integration 
5. Stakeholders, communication & project management 

B. Software Build Methodology and Tools 
1. Command driven tools such as Make, Ant, Maven and Gradle 
2. Build automation using scripts and batch files 
3: Create a build automation server such as Jenkins or Electric Commander 
4. Create a source code repository using a tool such as Subversion or Git 
5. Triggers and build job management 

C. Constructing a Test Plan 
1. Essential documents: Requirements, specifications, systems architecture 
2. Process model for testing such as: feature-driven, iterative, test driven 
3. Configuration management 
4. Risk and release management 
5. Deliverables, schedules, reports, monitoring, artifacts 

D. Test Execution & Documentation 
1. Setup and use of issue management software such as Trac or Jira 
2. Creation and execution of test cases for different categories of testing 
3. Securing the test environment for transparency and traceability of revisions, 

tests, defects, and issues 
4. Tools & techniques for testing different system architectures such as: n-tier, 

client-server, messaging, and mobile platforms 
5. Browser driven tests using technologies like Selenium or Wehdriver 
6. XML and its use in builds, configuration and communication 

E. Release & Version Tagging 
1. Use of labels, tags and branches in repositories such as Subversion and Git 
2. Dependency resolution using tools such as Ivy or Gradle 
3. Populating a repository with specific version of libraries required for a build 

using tools such as Artifactory or Nexus. 
4. Building the release including only selected features and document release 

contents such as: features, issues, and defects, repository version . 
. 5. Measurement and analysis of test coverage, code coverage, risks and quality 

objectives 
6. Software verification and validation using the test plan 

F. Advanced Automation & Continuous Integration 
1. Parameterized build jobs, and multi-configuration builds 
2. Coordinating builds, build dependencies 
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3. Build pipelines and promotions 
4. Deployment scripts, smoke tests, database updates, installation 
5. Rolling back changes 
6. Automation of code quality measurement and reporting 

G. Distributed Builds 
1. Distributed build architecture of tools like Jenkins or Electric Commander 
2. Masterlslave strategies 
3. Associating a build job with a group of nodes using tools such as Puppet, Chef 

and Vagrant 
4. Monitoring nodes and builds 

VI. INSTRUCTIONAL METHODOLOGY 
A. Assignments 

1. In-class assignments 
a. Discuss the categories of software testing and the quality objectives they 

demonstrate 
b. Explain the different components of common system architectures such as 

n-tier, client-server, and how they affect software quality 
c. Create visible metrics that communicate the state of software quality or 

the build and release process 
d. Laboratory activities 

1. Incremental backups of class work 
2. Database dumps and restores 
3. Maintaining virtual machines 
4. Software installation 
5. Configuration for LDAP/auth-auth (identity authentication and 

authorization) 
2. Out -of -class assignments 

a. Configure install and test the automation tools required for the course on 
an otherwise empty virtual machine (VM) that is assigned to them 
exclusively. 

b. Use this VM to accomplish assignments and produce reports conforming 
to those specified as acceptable. 

c. Demonstrate knowledge of security by giving other students controlled, 
traceable access to their system for the creation and execution of tests. 

B. Evaluation 
1. Completion of assignments and lab activities as described above 
2. Multiple tests and/or quizzes including topics such as life cycles and process 

models of software engineering, categories of tests, quality costs and 
objectives, ethics, data collection and integrity 

3. Student problem solving in the maintenance and restoration of their assigned 
VM. 

4. Student problem solving through assignments that use their skills in test 
design, mastery of scripting languages and correct configuration of tools. 

5. Assessment of the clarity of communication on written reports covering 
status, defects, issues and test plan. 
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6. Written comprehensive final examination. 
C. Textbooks and other Instructional Materials 

1. John Ferguson Smart, Jenkins: The Definitive Guide, 2011, O'Reilly. 
2. Jez Humble and David Farley, Continuous Delivery: Reliable Software 

Releases through Build, Test, and Deployment Automation, Addison-Wesley 
Professional, 2010. 

VII. TITLE 5 CLASSIFICATION 
CREDIT/DEGREE APPLICABLE (meets all standards of Title 5. Section 55002(a)). 
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