
City College of San Francisco 
Distance Education Addendum 

1. GENERAL INFORMATION 
A. Date 
B. Department 
C. Course Identifier 
D. Course Title 

E. Preparer 
F. Department Chair 
G. Dean 

April 2014 
Computer Science 
CS 178 
Software Quality Assurance, Build and 
Release Automation 
Craig Persiko, Courtney Brown 
Craig Persiko 
David Yee 

II. DISTANCE EDUCATION JUSTIFICATION 
CS 178 is a second semester course that is focused on computer software tools and 

automation scripts to test and configure software in development. The class will meet 
face-to-face for Lecture (3 hours per week), and have a Lab portion (1 hour per week) 
which is online. The lab portion will be focused on setup, configuration, and 
maintenance tasks which support the class work and homework assignments. 

This online lab portion of the class will use an Insight (Moodle) course shell to 
specify weekly lab activities and provide needed information for those activities. For 
support and interaction regarding these lab activities, students will post to the course 
forums, which the instructor will monitor. Furthermore, the instructor will use Internet 
Relay Chat (IRC) sessions to communicate with the students as they are working. This 
format is similar to MoodIe forums, but is more commonly used in software engineering 
collaboration. 

III. INSTRUCTIONAL DELIVERY 
A. Use of Technology. Check the technology(ies) that students will use as an 

alternate to classroom instruction: 
[gJ Online Learning Management System o Televised Instruction o Other 

B. Student -Instructor Contact. 
1. Check the modes that students will be able to use ask the instructor 

9~estions 
l><:J Email 
[gJ Online discussion boards or other asynchronous communication 
[gJ Online chat or other synchronous communication o Telephone 
[gJ Face to face meetings o Other: 
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2. Check the modes the instructor will use to prompt for student contact 
[;;<:J Email 
[;;<:J Online discussion boards or other asynchronous communication 
[8l Online chat or other synchronous communication 
DTelephone 
[;;<:J Face to face meetings 
D Other: 

3. Please provide details on 1 and 2 above. Be sure to include the frequency 
of student-instructor contact 

In addition to the weekly face-to-face lecture, the online forums, email, 
and chat all contribute to promoting discussion between the students and 
the instructor. The instructor will monitor the forums and chat, to respond 
as needed to keep discussion on topic, and to correct misinformation when 
it occurs. 

Students will submit assignments online and the instructor will post a 
reply with their score and comments. Also, students will be strongly 
encouraged to post questions of a general nature to the class discussion 
groups rather than via email to the instructor so that everyone can see the 
answers. Contact between students and instructor is expected to occur at 
least as frequently as it does in a fully face-to-face class. Instructor will 
respond to messages each business day. 

IV. INSTRUCTIONAL METHODOLOGY 
A. Assignments 

1. In-class assignments during face-to-face lecture time 
a. Discuss the categories of software testing and the quality objectives they 

demonstrate 
b. Explain the different components of common system architectures such as 

n-tier, client -server, and how they affect software quality 
c. Create visible metrics that communicate the state of software quality or 

the build and release process 
2. Laboratory activities done online 

a. Incremental backups of class work 
b. Database dumps and restores 
c. Maintaining virtual machines 
d. Software installation 
e. Configuration for LDAP/auth-auth (identity authentication and 

authorization) 
3. Out -of -class assignments 

a. Configure install and test the automation tools required for the course on 
an otherwise empty virtual machine (VM) that is assigned to them 
exclusively. 

b. Use this VM to accomplish assignments and produce reports conforming 
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to those specified as acceptable. 
c. Demonstrate knowledge of security by giving other students controlled, 

traceable access to their system for the creation and execution of tests. 
B. Evaluation and Modes 

1. Completion of assignments and online lab activities as described above, 
including discussions in online forums and chats 

2. Mnltiple tests and/or quizzes (administered face-to-face or online) 
including topics such as life cycles and process models of software 
engineering, categories of tests, quality costs and objectives, ethics, data 
collection and integrity 

3. Student problem solving in the maintenance and restoration of their 
assigned VM, done via online lab portion. 

4. Student problem solving through assignments that use their skills in test 
design, mastery of scripting languages and correct configuration of tools. 

5. Assessment of the clarity of communication on written reports covering 
status, defects, issues and test plan. 

6. Written comprehensive final examination will be administered 
face-to-face or online. 

C. Articulation 
[g] This course does not articulate with any courses at a four-year school 
D This course articulates with one or more courses at a four-year school. The 
department has discussed the impact of a distance education mode with the 
Articulation Officer. 

D. Distance Evaluation Integrity 
Any remote response postings and problem solving exercises will be detailed 
enough to reduce fraudulent responses and set to ensure that each student provides 
an original response before reading other responses to reduce collusion. To reduce 
inter- and intra-personal dishonesty the remote quizzes will randomly select 
questions from a pooled set. The pooled sets include questions that are similar in 
concept and degree of difficulty. Additionally, all remote quizzes will be timed 
appropriately and presented in a secure window such that collusion and individual 
fraud wonld be difficult. 

E. Textbook and other Instructional Materials 
1. John Ferguson Smart, Jenkins: The Definitive Guide, 2011, O'Reilly. 
2. Jez Humble and David Farley, Continuous Delivery: Reliable Software 

Releases through Build, Test, and Deployment Automation, 
Addison-Wesley Professional, 2010. 

3. Access to computer facilities to support programming environments and 
automation tools. 
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City College of San Frandsco 
Course Outline of Record 

I. GENERAL DESCRIPTION 
A. Date 
B. Department 
C. Course Number 
D. Course Title 

E. Course Outline Preparet 

F. Department Chairperson 

G. Dean 

II. COURSE SPECIFICS 
A. Hours 

B. Units 
C. Prerequisites 

Co requisites 
Advisories 

D. Course Justification 

E. Field Trips 
F. Method of Grading 
G. Repeatability 

III. CATALOG DESCRIPTION 

April 2014 
Computer Science 
CS 178 
Software Quality Assurance, Build and 
Release Automation 
Courtney Brown,~ron Brick 

Craig Persiko ~. ~'''-r.,·,'!to 
DavidYee ~_ 

Lecture - 3 (52.5 total) 
Laboratory - 1 (17.5 total) 
3 
CS160B 
CS 177 
CS 132A 
This course covers current tools and 
techniques for quality assurance testing, 
building and releasing software systems. 
Building on basic skills learned in courses in 
Linux, introductory programming and 
Software Engineering it provides experience 
with current software systems in the area 
and with its best practices. It is a core 
requirement of our QA, Build and Release 
Automation Certificate and is designed to 
prepare students for entry-level employment 
in the area, 
No 
Letter, PassINo Pass 
o 

Software quality assurance (QA) as the planned systematic set of actions that provide 
confidence in a software product. Automated test execution and best practices, build 
methods, revision control and release management, continuous integration (CI), 
deployment and distributed builds. CI server setup, repository creation, writing and 
executing test cases. 

IV. MAJOR LEARNING OUTCOMES 
Upon completion of this course a student will be able to: 

A, Utilize the contents of a repository to build versioned production software. 
B. Create an internal package repository from built software, 
C. Perform continuous integration tests on the contents of a repository, 
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Course Outline of Record 

D. Implement, exercise and manage QA and regression tests for known defects and 
issues. 

E. Eliminate unnecessary elements from production release candidates. 
F. Manage version tags and branches to build specific software versions. 

V.CONTENT 
A. Overview & Definitions of Software Quality, QA, Build and Release 

1. Quality goals and metrics 
2. The software release cycle. 
3. Cost of quality & testing ethics 
4. Categories of testing such as functional, performance, regression, integration 
5. Stakeholders, communication & project management 

B. Software Build Methodology and Tools 
1. Command driven tools such as Make, Ant, Maven and Gradle 
2. Build automation using scripts and batch files 
3: Create a build automation server such as Jenkins or Electric Commander 
4. Create a source code repository using a tool such as Subversion or Git 
5. Triggers and build job management 

C. Constructing a Test Plan 
1. Essential documents: Requirements, specifications, systems architecture 
2. Process model for testing such as: feature-driven, iterative, test driven 
3. Configuration management 
4. Risk and release management 
5. Deliverables, schedules, reports, monitoring, artifacts 

D. Test Execution & Documentation 
1. Setup and use of issue management software such as Trac or Jira 
2. Creation and execution of test cases for different categories of testing 
3. Securing the test environment for transparency and traceability of revisions, 

tests, defects, and issues 
4. Tools & techniques for testing different system architectures such as: n-tier, 

client-server, messaging, and mobile platforms 
5. Browser driven tests using technologies like Selenium or Wehdriver 
6. XML and its use in builds, configuration and communication 

E. Release & Version Tagging 
1. Use of labels, tags and branches in repositories such as Subversion and Git 
2. Dependency resolution using tools such as Ivy or Gradle 
3. Populating a repository with specific version of libraries required for a build 

using tools such as Artifactory or Nexus. 
4. Building the release including only selected features and document release 

contents such as: features, issues, and defects, repository version . 
. 5. Measurement and analysis of test coverage, code coverage, risks and quality 

objectives 
6. Software verification and validation using the test plan 

F. Advanced Automation & Continuous Integration 
1. Parameterized build jobs, and multi-configuration builds 
2. Coordinating builds, build dependencies 
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3. Build pipelines and promotions 
4. Deployment scripts, smoke tests, database updates, installation 
5. Rolling back changes 
6. Automation of code quality measurement and reporting 

G. Distributed Builds 
1. Distributed build architecture of tools like Jenkins or Electric Commander 
2. Masterlslave strategies 
3. Associating a build job with a group of nodes using tools such as Puppet, Chef 

and Vagrant 
4. Monitoring nodes and builds 

VI. INSTRUCTIONAL METHODOLOGY 
A. Assignments 

1. In-class assignments 
a. Discuss the categories of software testing and the quality objectives they 

demonstrate 
b. Explain the different components of common system architectures such as 

n-tier, client-server, and how they affect software quality 
c. Create visible metrics that communicate the state of software quality or 

the build and release process 
d. Laboratory activities 

1. Incremental backups of class work 
2. Database dumps and restores 
3. Maintaining virtual machines 
4. Software installation 
5. Configuration for LDAP/auth-auth (identity authentication and 

authorization) 
2. Out -of -class assignments 

a. Configure install and test the automation tools required for the course on 
an otherwise empty virtual machine (VM) that is assigned to them 
exclusively. 

b. Use this VM to accomplish assignments and produce reports conforming 
to those specified as acceptable. 

c. Demonstrate knowledge of security by giving other students controlled, 
traceable access to their system for the creation and execution of tests. 

B. Evaluation 
1. Completion of assignments and lab activities as described above 
2. Multiple tests and/or quizzes including topics such as life cycles and process 

models of software engineering, categories of tests, quality costs and 
objectives, ethics, data collection and integrity 

3. Student problem solving in the maintenance and restoration of their assigned 
VM. 

4. Student problem solving through assignments that use their skills in test 
design, mastery of scripting languages and correct configuration of tools. 

5. Assessment of the clarity of communication on written reports covering 
status, defects, issues and test plan. 

CCSF, Computer Scieuce, CS 178, Software Quality Assurance Build and Release Automation, Aptil2014, Page 3 of 4 



City College of San Francisco 
Course Outline of Record 

6. Written comprehensive final examination. 
C. Textbooks and other Instructional Materials 

1. John Ferguson Smart, Jenkins: The Definitive Guide, 2011, O'Reilly. 
2. Jez Humble and David Farley, Continuous Delivery: Reliable Software 

Releases through Build, Test, and Deployment Automation, Addison-Wesley 
Professional, 2010. 

VII. TITLE 5 CLASSIFICATION 
CREDIT/DEGREE APPLICABLE (meets all standards of Title 5. Section 55002(a)). 
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