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III. Catalog Description
Introduction to setting up and configuring the Apache Web Server. The course covers how to download
and install Apache, configure CGI scripting to run scripts on the server, protect document directories
with authentication, and using virtual hosting to support multiple hostnames on the same server.

IV. Course Objectives
Upon successful completion of this course, the student will be able to

A. Describe the Apache Project and Open Source software;
B. Assess the software and hardware requirements for running Apache;
C. Find and download Apache source code and installation scripts;
D. Analyze installation requirements and edit installation scripts;
E. Explain Apache source code and installed directory structures;
F. Create and test simple CGI scripts;
G. Configure authentication for an HTML document directory;
H. Explain and design Name-based Virtual Hosting;
1. Install Apache on a UnixlLinux or MS Windows host;
1. Start and stop the Web Server daemon;
K. Perform simple troubleshooting through monitoring process status and log files.

V. Course Content
A. Overview of Apache Operations

1. Web Servers
2. Client programs
3. The Apache Project and its website
4. Duties of a Web Server Administrator

B. Installing and configuring the Apache Server
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1. Getting Started
a. Selecting platform, hardware, & software
b. Deciding to host locally or remotely
c. Ways for users to get content to the server

2. Downloading and Installing
a. Getting the source code
b. Directory structure
c. Installing binaries
d. The "configure" script
e. The commands "Make" & "Make Install"

3. Starting, Stopping, & Restarting
a. apachectl
b. httpd
c. Starting on System Startup

4. Configuration Files and Directives
a. File locations
b. Directive syntax

C. Dynamic Content
a. Kinds ofDynamic Content
b. Enabling CGI scripts
c. Re-writing CGI URLs with script-alias

D. Protecting access to directories
a. htaccess files
b. htpasswd program
c. Required allow/deny commands

E. Name-based virtual hosts
a. Virtual Host directives
b. DNS changes needed

F Log files
a. Access logs
b. Error logs

G. Apache on Microsoft Windows
a. Requirements
b. Downloading and installation
c. Differences between Apache on Windows and Unix

VI. Instructional Methodology
A. Assignments

1. Readings and discussion from textbook and handouts.
2. Laboratory assignments in-class including installing the Apache software, moving

documentroot and serverroot to non-default directories, and starting and stopping the
web server. Assigned laboratory practice (outside of class) writing and executing basic
CGI scripts, monitoring web server performance, examining log files, and limiting
access to files with passwords; and research on new developments.

B. Evaluation
1. Student assignments as described above that measure the student's ability to understand

how the Apache Web Server works, install and configure it, and monitor its performance.
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2. Periodic tests and a comprehensive written final exam that measure the student's ability to
understand concepts such as: client/server, open source, authentication, virtual-hosting, and
CGI scripting.

C. Text and other materials
1. Textbook(s) such as:

Apache Administrator's Handbook by Rich Bowen. SAMS 2002. ISBN: 0-0672-32274-9.
Teach YourselfApache 2 in 24 Hours by Daniel Lopez. SAMS 2002. ISBN:
0672323559

2. Class handouts
3. On-line resources

VII. Requested Classification
CreditlDegree-applicable. Meets all standards of Title V. section 55002(a)

Computer Networking & Information Technology, CNlT 271 October 2004 Page 30[3



TECHNOLOGY-MEDIATED COURSE PROPOSAL
Course Outline Addendum

I. GENERAL DESCRIPTION
A. Date
B. Department
C. Course Identifier
D. Course Title
E. Preparer
F. Chair
G. Dean
H. Mode

II. TMI COURSE JUSTIFICATION

November 2006
CNIT
CNIT 271
Apache Web Server Introduction
Peter Wood
Carmen Lamha
C. Wing Tsao
Online/Hybrid

A. How is this course particularly suited to being offered online?

This course is a subset of the old CNIT 169B, Unix Network Administration which was
taught successfully as a hybrid class in the past. It was split into CNIT 270 and CNIT
271 to provide more depth and flexibility in teaching the materiaL (Not doing this
hybrid paperwork was an oversight at the time of conversion.) CNIT 271 provides a
basic understanding ofhow to install and configure the Apache Web Server. It is a basic
tool on many networks and a common task that network administrators will perform, but
has been converted into a short course so that it can be more widely available. Many of
the students who take this class already work in the field and cannot come to campus
every week due to the nature of their jobs. These students are already skilled at working
remotely. In addition, by its very nature, Apache Web Server administration is routinely
done remotely across a network. Most of the concepts can be taught online. The quiz
and much supplementary material are already provided through WebCT. Significant
face-to-face class time is still needed to help students through the difficult first time setup
of the web server, to clarify concepts that are difficult to understand online, and to check
skill development.

B. How does this course help meet the goals of the College, Department, and
Program?

a. College. City College wishes to improve student success by providing accessibility to
courses for students (making the courses that they need available at all times and places).
Offering the course online allows students to enroll who cannot otherwise be on campus.
Completing these classes that prepare for CCSF certification can help improve our
students' employability, reduce the digital divide, and help fulfill CCSF's mission.

b. Department. CNIT will be better able to serve its students by offering this class in a
more flexible format. This flexibility can also help expand the pool of students by
allowing more of those working full-time to attend. By requiring less face-to-face
meeting time, it can help reduce the demands for classrooms, projectors, and labs.



c. Program. CNIT 271 teaches the basics of how to setup and administer the Apache
Web Server. As the most popular web server on the Internet, Apache is an important part
oftoday's computer networks. We believe that it is a plus for students to have hands-on
experience installing the Apache Web Server. This course is also one of the last classes
in the CCSF Unix Certificate. The courses in this certificate are taught by both the CS
and CNIT departments. By completing this certificate students show that they have
learned the basic concepts and skills needed to take entry level network administration
jobs. Having a hybrid section will allow those who cannot come to campus each week to
take the class, and help us reach out to those who otherwise would not be able to take the
class.

III. INSTRUCTIONAL DELIVERY
A. What methods of delivery will be used to offer this course?
The course is based on readings, a design lab, and quiz that can be done online. An
online discussion group will facilitate online participation between face-to-face class
meetings. Students will meet face-to- face to clarify concepts, and to do the difficult first
and last hands-on labs.

B. What methods will be used to communicate between instructor and
students?
Several methods will be used, including:
o personal communication via email
o online class discussions (asynchronous) via WebCT discussion boards
o announcements and assignments through web postings
o in-person office hours
o face-to-face communication (mini-lecture, discussion, 1-1) at the in-person classes

Students will submit assignments online or in-person. The instructor will post a reply
with their score and comments. Also, students will be strongly encouraged to post
questions of a general nature to the class discussion groups rather than via email to the
instructor so that everyone can see the answers. An online discussion group will take the
place of asking a question in class between face-to-face meetings. The instructor will
also be available for face-to-face office hours, as well as remote office hours.

C. How many hours per week are students expected to use the specified
technology?
The course is a 1 unit class. In a face-to-face format, it is normally taught as two long
weekend days, much of which is currently spent covering concepts that students can learn
online. In this hybrid format, students will be expected to do about 10 hours of study &
practice outside of class and about 6 hours of in-class meetings and labs.

D. How will instructor and student contact be maintained, including the
frequency of contact?
There will be two face-to-face meetings of about Yz day each. Between these times,
students will work online to complete readings, an assignment, and a quiz. We will use



email and WebCT between face-to-face meetings. The instructor will review each of the
assignments for accuracy and completeness and give feedback as needed.

IV. INSTRUCTIONAL METHODOLOGY
A. Assignments

1. Reading from the textbook, online lecture notes and other resources.
2. Several lab assignments, including an initial web server installation, design of a

web server with several common features, and implementation of the design as a
final lab.

B. Evaluations
1. Student assignments as described above
2. An online quiz
3. An online comprehensive final exam
4. Participation as measured by taking part in face-to-face class sessions and posting

in online discussion group topics.
C. Evaluation Protocols

1. Lab assignments will be conducted in class.
2. Quizzes and final exam will be online.

D. Textbooks and Instructional Materials
1. Textbook(s) such as

• Apache Administrator's Handbook, SAMS, 2002.
2. Online reading materials and discussion groups via the WebCT system.
3. Access to a Linux LAN where Apache can be installed and configured.


