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A technically oriented class on Unix Network
Administration, it covers the concepts and practice of
designing, configuring & maintaining a Unix/Linux
Network including the configuration of core Network
services. It is designed to complement knowledge of
Unix & Linux System administration learned in other
classes.
None
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o

ill. Catalog Description
Configuring and maintaining Unix/Linux networks and network services, including network design,
adding hosts, configuring network services such as DNS, NFS, NIS, e-mail and network printing,
performing software and kernel updates, routing, routing protocols, and troubleshooting.

IV. Major Learning Outcomes
Upon completion of this course, a student will be able to:

A. Describe the duties of a Network Administrator.
B. Install server software and software updates.
C. Describe the components of the network and the key configuration files.
D. Analyze a system configuration to identify the steps necessary to add a new host or service.
E. Create Unix/Linux scripts to perform many network tasks.
F. Perform Unix/Linux networking tasks such as adding a host or network service.
G. Configure and maintain Domain Name Service (DNS)
H. Explain the steps necessary to configure sendmail.
I. Describe network security issues.
J. Monitor and optimize network performance.
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V. 'Content
A. Role of the Network Administrator
B. Network structures

1. Review of TCP/IP network layers
2. Basic network hardware
3. IP Addresses, ports, /etc/protocols, /etc/services

C. Managing network resources
1. Monitoring network connections
2. Monitoring log files
3. Packet sniffing

D. Basic configuration and software updates
1. Steps in adding a host
2. Updating system and application software (RPM & patches)
3. The internet daemon (inetd, xinetd) and their configuration files.
4. Configuring X Windows

E. Network service overview
1. Names and addresses
2. The host table
3. Domain Name Service
4. Mail services
5. Configuration servers
6. Bootstrap protocol
7. File and print servers
8. FTP and web servers

F. Configuring the interfaces
1. The ifconfig command
2. Ethernet interfaces
3. Serial interfaces (PPP)

G. Configuring routing
1. Common routing configurations
2. The minimal routing table
3. Building a static routing table (the route command)
4. Unix/Linux routing daemons
5. Interior routing protocols

a. RIP
b. IGRP
c. OSPF

6. Exterior routing protocols
H. Configuring DNS name service

1. Configuring the resolver
2. Configuring the name servers

a. configuration files
b. resource records

3. Using nslookup and dig
I. Configuring network servers

1. The Network File System (NFS)
2. The Network Information Service (NIS)
3. Remote printers

Computer Networking & Information Technology, CNlT 270, UnixiLinux Network Services, Page 2 of 3



City College of San Francisco
Course Outline ofRecord

4. BOOTP and DHCP and Kickstart
5. File Transfer Protocol (ftpd)
6. Samba
7. Mail servers
8. Sendmail

J. Network security
1. Security planning
2. Writing a security policy
3. Overview of Security Issues

K. Troubleshooting

VI. Instructional Methodology
A. Assignments

1. In-class readings and discussion from textbook and handouts.
2. Out-of-class laboratory assignments including

a. installing software
b. using packet sniffing software
c. reading and writing Unix and Linux scripts to automate networking tasks
d. configuring a Unix/Linux hosts
e. configuring Unix/Linux servers, like DNS and NFS
f. monitoring and troubleshootil).g network performance

B. Evaluation
1. Student assignments as described above that measure the student's ability to effectively

find and apply Unix and Linux systems and networking administration concepts and
commands to configure kernels, install hardware and software, and to design, configure,
and maintain Unix/Linux networks by writing scripts, adding hosts, and configuring
clients and servers.

2. Periodic tests and a comprehensive written final exam that measure the student's ability
to understand concepts such as: DNS, NIS, NFS, server configuration, and
troubleshooting.

C. Textbooks and other instructional materials
1. Textbook(s) such as:

TCPIIP Network Administration, by Craig Hunt.; O'Reilly; 2002.
Unix System Administration Handbook (3rd edition); by Nemeth et al.;
Prentice-Hall PTR; 2001. ISBN 0-13-020601-6

Running Linux, 4th ed., Welsh and Kaufman; O'Reilly; 2002.
Linux Network Administrator's Guide, 3d. ed.; O'Reilly; 2005

2. Class handouts
3. On-line resources

VII. Title 5 Classification
CreditlDegree-applicable. Meets all standards of Title 5 Section 55002(a)
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A. How is this course particularly suited to being offered online?

This course is a subset of the old CNIT l69B, Unix Network Administration which was
taught successfully as a hybrid class in the past. It was split into CNIT 270 and CNIT
271 to provide more depth and flexibility in teaching the material. CNIT 270 is an
advanced class for aspiring network administrators, many of whom already work in the
field and cannot come to campus every week due to the nature of their jobs. These
students are already skilled at working remotely. In addition, by its very nature, many
parts of network administration are routinely done remotely across a network. Most of
the concepts can be taught online, and the quizzes and labs are already provided through
WebCT. Some face-to-face classes are still needed to help students through difficult
areas that may be hard to communicate and understand online as well as to do certain labs
safely, like configure hostnames, ip addresses, and routing tables.

B. How does this course help meet the goals of the College, Department, and
Program?

a. College. City College wishes to improve student success by providing accessibility to
courses for students (making the courses that they need available at all times and places).
Offering the course online allows students to enroll who cannot otherwise be on campus.
Completing these classes that prepare for CCSF and industry certification can help
improve our students' employability, reduce the digital divide, and help fulfill CCSF's
mISSIOn.

b. Department. CNIT will be better able to serve its students by offering this class in a
more flexible format. This flexibility can also help expand the pool of students by
allowing more of those working full-time to attend. By requiring less face-to-face
meeting time, it can help reduce the demands for classrooms, projectors, and labs.

c. Program. CNIT 270 teaches how to setup and administer a Unix/Linux computer
network. This is an important platform in today's computer industry. The course is also



the last class in the CCSF Unix Certificate. The courses in this certificate are taught by
both the CS and CNIT departments. By completing this certificate students show that
they have learned the basic concepts and skills needed to take entry level network
administration jobs. Having a hybrid section will allow those who cannot come to
campus each week to take the class, and help us reach out to those who otherwise would
not be able to take the class.

III. INSTRUCTIONAL DELIVERY
A. What methods of delivery will be used to offer this course?
In addition to a textbook, the course will contain weekly readings, labs, and quizzes, that
can mostly be done online. Online lecture notes will supplement and clarify the readings,
and online discussion FOups will facilitate online participation. Students will meet face
to-face every 2nd or 3f week to clarify difficult concepts and do hands-on labs.

B. What methods will be used to communicate between instructor and
students?
Several methods will be used, including:
o personal communication via email
o online class discussions (asynchronous) via WebCT discussion boards
o announcements and assignments through web postings
o in-person office hours
o face-to-face communication (mini-lecture, discussion, 1-1) at the in-person classes

Students will submit assignments online or in-person. The instructor will post a reply
with their score and comments. Also, students will be strongly encouraged to post
questions of a general nature to the class discussion groups rather than via email to the
instructor so that everyone can see the answers. Online discussion groups will take the
place of asking a question in class between face-to-face meetings. The instructor will
also be available for face-to-face office hours, as well as remote office hours.

The tests will be given online. These will be tests on each major module of the class.

C. How many hours per week are students expected to use the specified
technology?
The course is 3 units. In a face-to-face format, it would normally be taught as a full
semester course that meets 3 hours per week, and students would be expected to spend
between five and ten hours per week reading & practicing outside of class. In the hybrid
format, students will be expected to spend an equivalent amount of time reading the
course materials, participating in discussion, doing labs and taking quizzes. Students
will meet in a classroom and lab periodically to clarify difficult topics and to check
progress.

D. How will instructor and student contact be maintained, including the
frequency of contact?



There will be weekly contact through online discussions & assignments or the face-to
face classes. Individual assignments, email, and discussion groups will be the primary
form of contact between face-to-face class meetings. The material is organized into
approximate weekly modules of content, assignments and quizzes. The instructor will
review each of the assignments for accuracy and completeness and give feedback as
needed.

IV. INSTRUCTIONAL METHODOLOGY
A. Assignments

1. Reading from the textbook, online lecture notes and other resources.
2. Frequent lab assignments.

B. Evaluations
1. Student assignments as described above
2. Online quizzes
3. An online or in-person written comprehensive final exam
4. A skill-based final exam
5. Participation as measured by taking part in face-to-face class sessions and posting

in online discussion group topics.
C. Evaluation Protocols

1. Assignments, quizzes, and the comprehensive and skill-based final exams will
count roughly equally for the final grade. Participation will also count for part of
the grade.

2. The final exam may require students to configure and troubleshoot Linux Network
Services.

3. Assignments will be graded based on common standards of effectiveness and
readability.

D. Textbooks and Instructional Materials
1. Textbook(s) such as

• TCP/IP Network Administration, 3rd Edition, O'Reilly Press, 2002.
2. Online reading materials and discussion groups via the WebCT system.
3. Access to a Linux LAN.


