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A. How is this course particularly suited to being offered online?

This course is the first course in our Cisco Certified Networking Associate (CCNA)
Program. It is an Introduction to Networking class and is well suited for hybrid delivery.
Most of the concepts can be taught online, and the quizzes and curriculum are already
provided in an online format through a web interface. In addition there are two new
tools that can help students study remotely. Almost every section of the curriculum has
an activity associated with it using a special software at home (called PacketTracer) to
help visualize and simulate networks. They will also occasionally use a special server
called NetLab to remotely access actual router equipment through a web interface.
Some face-to-face classes are still required to help students through difficult areas that
may be hard to communicate and understand online as well as to do certain labs, like
making network cables.

B. How does this course help meet the goals of the College, Department, and
Program?

a. College. City College wishes to improve student success by providing accessibility to
courses for students (making the courses that they need available at all times and places).
Offering the course online allows students to enroll who cannot otherwise be on campus.
Completing these classes that prepare for CCSF and industry certification can help
improve our students' employability, reduce the digital divide, and help fulfill CCSF's
mISSIOn.

b. Department. CNIT will be better able to serve its students by offering the popular
Cisco classes in a more flexible format. This flexibility can also help expand the pool of
students. By requiring less face-to-face meeting time, it can help reduce the demands for
classrooms, projectors, and labs.



'c. Program. CNIT 201E replaces CNIT 201 which was already a hybrid course as part of
CNIT's Cisco Networking Academy. This course helps prepare students for entry level
jobs in Network Administration and to sit for the Cisco Certified Networking Associate
(CCNA) exam. Adding a hybrid section will allow those who cannot come to campus
each week to take the class, and help us reach out to those who otherwise would not be
able to take the class.

III. INSTRUCTIONAL DELIVERY
A. What methods of delivery will be used to offer this course?
In addition to a textbook, the course will contain weekly readings, labs, quizzes, that can
mostly be done online. Online lectures will supplement and clarify the online lessons,
and online discussion groups will facilitate online participation. In addition, the students
will have access to simulation software that they can be run remotely. They will also
occasionally use remote access to actually use switches and routers at pre-scheduled
times through a web interface. Students will meet face-to-face every 2nd or 3rd week to
clarify difficult concepts and do hands-on labs.

B. What methods will be used to communicate between instructor and students?
Several methods will be used, including:
o personal communication via email
o online class discussions (asynchronous) via WebCT discussion boards
o announcements and assignments through web postings,
o in-person office hours
o face-to-face communication (mini-lecture, discussion, 1-1) at the in-person classes.

Students will submit assignments online or in-person. The instructor will post a reply
with their score and comments. Also, students will be strongly encouraged to post
questions of a general nature to the class discussion groups rather than via email to the
instructor so that everyone can see the answers. Online discussion groups will take the
place of asking a question in class between face-to-face meetings. The instructor will
also be available for face-to-face office hours.

In addition, the Cisco Curriculum provides online tests. Students will take their tests
online and their score will automatically appear in an online grade book. Occasional use
will be made ofNetlab server that can provide remote access to a virtual environment
that simulates the real lab setup.

C. How many hours per week are students expected to use the specified technology?
The course is 3 units. In a face-to-face format, it would normally be taught as a full
semester course that meets 3 hours per week, and students would be expected to spend
between five and ten hours per week reading & practicing outside of class. In the hybrid
format, students will be expected to spend an equivalent amount of time reading the
course materials, participating in discussion, doing labs and taking quizzes. Students
will meet in a classroom and lab periodically to clarify difficult topics and to check
progress.



D. How will instructor and student contact be maintained, including the frequency
of contact?
There will be weekly contact through online discussions & assignments or the face-to
face classes. Individual assignments, email, and discussion groups will be the primary
form ofcontact between face-to-face class meetings. The material is organized into
approximately weekly modules of content, assignments and quizzes. The instructor will
review each of the assignments for accuracy and completeness and give feedback as
needed.

IV. INSTRUCTIONAL METHODOLOGY
A. Assignments

1. Reading from the textbook and online curriculum and other resources
2. Weekly lab assignments

B. Evaluations
1. Student assignments as described above
2. Online quizzes
2. An online or in-person written comprehensive final exam
3. A skill-based final exam.

C. Evaluation Protocols
1. Assignments, quizzes, and the comprehensive and skill-based final exams will

count roughly equally for the final grade.
2. The final exam may require students to configure and troubleshoot routers.
3. Assignments will be graded based on common standards of effectiveness and
readability.

D. Textbooks and Instructional Materials
1. Textbook(s) such as

- CCNA Network Fundamentals, CCNA Exploration Companion Guide, Cisco
Press November 2007 ISBN-IO: 1-58713-208-7

- CCNA Network Fundamentals, CCNA Exploration Labs and Study Guide,
Cisco Press November 2007 ISBN-IO: 1-58713-203-6

2. Online reading materials, and discussion groups via the WebCT system.
3. Access to the school's Netlab server and other software provided by Cisco.
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III. CATALOG DESCRIPTION
Architecture, structure, functions, components, and models of the Internet and other computer
networks. Use of the OSI and TCP layered models to examine protocols and services. IP
addressing and subnetting. Fundamentals of Ethernet concepts, media, and operations. First
course of the Cisco Networking Academy Exploration series preparing for the CCNA
Certification.

IV. MAJOR LEARNING OUTCOMES
Upon completion of this course the student will be able to:

A. Examine the importance of data networks and the Internet in supporting business
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B.
C.

D.
E.

F.

G.

H.
I.

J.
K.

L.

M.
N.

- O.

communications and everyday activities
Summarize how communication is accomplished in data networks and across the Internet
Deduce the layers of communications in data networks through analysis of network
protocol models
Examine the role of protocols in data networks
Evaluate the importance of addressing and naming schemes at various layers of data
networks
Differentiate the devices and services that are used to support communications across an
Internetwork
Compare and contrast the protocols and services operating at the application layer in the
Open Systems Interconnection (OSI) model and examine how this layer operates in
sample networks
Analyze the operations and features of the transport layer protocols and services
Analyze the operations and feature of the network layer protocols and services and explain
the fundamental concepts of routing
Design, calculate, and apply subnet masks and addresses to fulfill given requirements
Interpret the operation of protocols at the OSI data link layer and examine how they
support communications
Inspect the physical layer protocols and services supporting communications across data
networks
Distinguish fundamental Ethernet concepts such as media, services, and operation
Choose basic cabling and network designs to connect devices in accordance with stated
objectives
Experiment with Cisco Command Line Interface (CLI) to perform basic router and switch
configuration

-

V. CONTENTS
A. Living, Learning, Working, and Playing in a Network-Centric World

1. Communication - an essential part of our lives
2. A network-centric world - supporting the way we communicate

B. Communications with Data Networks and the Internet
1. Network models - a layered approach to communication
2. Protocols - the rules of communication
3. Labeling the pieces - addressing and naming of communications

C. Network Infrastructure
1. Routers - Connecting networks together
2. Switches - Connecting computers together

D. OSI Application Layer
1. Applications - the interface between the human and data networks
2. Application layer protocols - making provision for applications and services
3. Applications and services supporting our communications

E. OSI Transport Layer
1. Roles of the transport layer - managing the pieces of our communications
2. The User Datagram Protocol (UDP) - communicating with low overhead
3. The Transmission Control Protocol (TCP) - communicating with reliability
4. TCP - reassembling the pieces and managing data loss

F. OSI Network Layer and Routing
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1. Roles of the network layer - carrying our communications from device to device
2. Networks - dividing devices into groups
3. Routing - enabling our communications between networks

G. Addressing the Network - IPv4
1. Internet Protocol v4 (IPv4) addresses
2. Overview of IPv6
3. Subnetting - dividing networks into the right sizes
4. Testing the network layer with ping and traceroute

H. OSI Data Link Layer
1. Data link layer - controlling the communication pieces on the media
2. Media Access Control- how does the media look?
3. Media Access Control- addressing and framing the pieces

I. OSI Physical Layer
1. Physical layer - carrying the bits of our communications
2. Physical signaling - transmitting the bits of our communications to the media
3. Physical media - the connections for our communications

J. An Example LAN Technology - Ethernet
1. Ethernet media - sending our communications through the LAN
2. Ethernet overview

a. Ethernet in the layers - MAC technology
b. Ethernet in the layers - MAC addressing

3. Address Resolution Protocol (ARP) - connecting the two layers of addresses
4. Shared versus dedicated Ethernet - a closer look at hubs and switches

K. Planning and Cabling A Network
1. Establishing device interconnection
2. Developing an addressing scheme
3. Importance of network diagrams
4. Creating simple network diagrams

L. Configuring and Testing A Network
1. Configuring Cisco devices - Cisco Internetworking Operating System (IOS)® basics
2. Applying a basic configuration using Cisco lOS
3. Host computer configuration
4. Verifying connectivity

VI. METHODOLOGY
A. Assignments

1. Readings: self-paced study via Web and handouts
2. Laboratory assignments such as: making cables, evaluating and making network

designs
B. Evaluation

1. Out-of-class chapter on-line quizzes that measure the student's knowledge on Network
Fundamentals topics such as:identifying the function of the OSI model layers,
dexcribing the various networking media, solving subnetting exercise

2. An in-class skills based final exam that measures the student's ability to perform tasks
such as terminating network patch and horizontal cables, design a subnetting scheme
for a small office network

3. An in-class proctored on-line exam that measures the student's knowledge of Network
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Fundamentals topics such as basic configuration of switches and routers,
troubleshooting methodology

C. Textbooks and other instructional materials
1. Web-based curriculum provided by Cisco
2. Textbook: Network Fundamentals, CCNA Exploration Companion Guide, Cisco Press

November 2007 ISBN-lO: 1-58713-208-7
3. Lab Manual: Network Fundamentals, CCNA Exploration Labs and Study Guide, Cisco

Press November 2007 ISBN-I0: 1-58713-203-6

VII. TITLE 5 CLASSIFICATION
CREDIT/DEGREE APPLICABLE (meets all standards of Title 5. Section 55002(a)).
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