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Lecture 3 - Lab 3
3
CNIT 106 or CNIT 120
None
None

For computer network administrators, consultants, and
technicians to design, implement, and configure secure
Internet connectivity, and to install and test both software
solutions and hardware devices to protect internal data and
resources and to prevent intrusion by unauthorized users.
None
Letter or Credit/No Credit
o

III. CATALOG DESCRIPTION

Fundamentals, techniques, and procedures to design an effective secure Internet connection using
software or hardware firewalls. Discussion of types of firewalls, packet filtering, proxy servers,
Instrusion Detection Systems, and Virtual Private Networks (VPNs).

IV. MAJOR LEARNING OUTCOMES

Upon completion of this course, a student will be able to:
A. Describe network security vulnerabilities when connected to the Internet;
B. Discuss the required features of an effective firewall;
C. Define and differentiate between packet filtering, firewalls, and NAT (Network Address Translation);
D. Compare and evaluate various proxy servers, caching servers, and circuit-level gateways;
E. Analyze and evaluate various solutions comparing strength of security, speed, cost, and complexity;
F. Plan and draft the best design for a secure firewall in given scenarios;
G. Install and test a software firewall;
H. Implement an Intrusion Detection System;
I. Manage firewall configuration, monitoring, and logging;
J. Examine various reporting methods;
K. Install and configure a hardware firewall;
1. Configure VPNs in conjunction with the firewall;
M. Design a gateway computer designated to accept Internet access outside the firewall;
N. Configure authentication and encryption for network security;
O. Perform basic troubleshooting, monitoring, and diagnostics.
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V. CONTENT

A. Review of basic network security vulnerabilities
B.' Firewalls, primary definition and features:

1. Restricts inbound traffic to protect the network
2. Placed at the perimeter, acts as a gatekeeper
3. Types offirewalls

a. software (personal firewalls)
b. hardware (appliances), routers as firewalls.

4. Problems with firewalls, weaknesses
5. Firewall components, including rules, or policies.

C. Main techniques used by firewalls
1. Packet filtering

a. by protocol, by IP address, by port
b. which ports are required for major services
c. Stateful Packet Inspection (SPI)

2. Proxy service
a. checks inbound and outbound
b. provides caching of recent pages

3. Circuit-level gateway
4. Application gateway

D. Common solutions and strategies
1. Proxy Servers

a. caching servers
b. Microsoft's Internet Security and Acceleration (ISA) Server

2. Network Address Translation (NAT)
a. Hides IP addresses of all clients on internal network
b. Allows company to make best use of one IP address
c. Configuration of the interfaces.

3. DMZ (demilitarized zone) gateway computer
a. Allows access to web-based business servers
b. Permit certain ports
c. Setting up a workstation on a DMZ, test access.

4. Intrusion Detection System (IDS)
a. monitor and interpret logs
b. policy: record, alert, alarm.

5. VPNs (Virtual Private Network)
a. in conjunction with firewalls
b. encryption; encryption protocols.
c. create VPN policies and test.

E. Different Business Models and Appropriate Solutions
1. Software firewalls for personal use
2. Hardware firewalls appropriate for Small Office/Home Office (SOHO)
3. Hardware firewalls plus additional devices for professional enterprises.

F. Firewalls and Digital Signature Authentication
1. Pass through to Certificate Server
2. Creates the ultimate level of security

G. Firewalls with Built-in Virus Scanning
1. Virus Scanning Options
2. Set up a Quarantine area.

H. Installation of Common Firewalls
1. ZoneAlarm or other popular freeware;
2. Microsoft ISA Server - set up for caching;
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3. Sygate or similar hardware device
4. Linksys or similar inexpensive device.
5. Explore all the features of all devices.

VI. INSTRUCTIONAL METHODOLOGY
A. Assignments

1. Readings from the textbook, such as the difference between circuit-level gateways and appliction
gateways, and software and hardware firewall features.
2. Research and reports on topics such as common firewall products Checkpoint, ISA server, and PIX.
3. Hands-on lab exercises, to be performed in Student Lab, such as downloading and installing a software
firewall, testing a software firewall, and setting up a router with SPI.
4. Homework: such as chapter questions, acronym definitions, and short reports on products.

B. Evaluation
1. Graded assignments that measure the student's ability to understand, define, and describe concepts
covered in the course, such as IDS, NAT, and VPNs.
2. Tests and/or quizzes that measure understanding of the course objectives, such as ports to be opened
and closed for major Internet services, packet filtering by protocol, and uses of a caching server.
3. A comprehensive final examination covering all the topics of the course contents, such as method to
implement a DMZ, selection of an appropriate firewall solution for a given scenario, and interpretation of
IDS logs.

C. Textbooks and other instructional materials
1. Textbook such as

Firewalls and VPNs.
Greg Holden; Thomson/Course Technology, 2003.

VII. Title 5 CLASSIFICATION
Credit/Degree-applicable. Meets all standards of Title 5. section 55002(a)
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II. TMI COURSE JUSTIFICATION

March 2006
CNIT
CNIT 122
Firewalls
Darian R Taha
Carmen Lamha
C. Wing Tsao
Online

A. How is this course particularly suited to being offered online?

The contents of this course are extremely timely and important, and the Industry
Advisory Group tells us to make this information available to all our students in as many
platforms and delivery models as possible. As new relevant information is discovered and
appears in online sites, the online instructional format is well suited to being-modified
and updated as needed. Also thus there will be opportunity and necessity for students to
do research, since the latest information is not in any printed book. Many students already
employed in the networking industry may not be able to fit this course into their schedule
at the particular day and time that it may be offered, but online it is accessible to all. All
of the concepts can be taught online, and the quizzes and curriculum are already provided
in an online format through a web interface. In addition there are new tools that can help
students study remotely and visualize a protected vs. un-protected network.

B. How does this course help meet the goals of the College, Department, and
Program?

a. College. City College wishes to improve student success by providing accessibility to
courses for students (making the courses that they need available at all times and places).
Offering the course online allows students to enroll who cannot otherwise be on campus.
Completing these classes that prepare for CCSF and industry certification can help
improve our students' employability, reduce the digital divide, and help fulfill CCSF's
mISSIOn.

b. Department. CNIT will be better able to serve its students by offering the popular
Security and Firewall classes in a more flexible format. This flexibility can also help
expand the pool of students. By requiring less face-to-face meeting time, it can help
reduce the demands for classrooms, projectors, and labs.

c. Program. The entire networking program will be assisted by students who have taken
this course, and will contribute informed discussion in the classroom in other courses.



'It will allow the program to have input from students that would not be able to regularly
take the course, adding even more diversity to the program.

III. INSTRUCTIONAL DELIVERY
A. What methods of delivery will be used to offer this course?
In addition to a textbook, the course will contain weekly readings, labs, quizzes, that can
mostly be done online. Online lectures will supplement and clarify the online lessons,
and online discussion groups will facilitate online participation. Written research using
the Internet, researching related topics of current interest, including new firewalls
technology and security and privacy policies.

B. What methods will be used to communicate between instructor and
students?
Several methods will be used, including:
o personal communication via email
o online class discussions (asynchronous) via WebCT discussion boards
o announcements and assignments through web postings,
o in-person office hours

Students will submit assignments online. The instructor will post a reply with their score
and comments. Also, students will be strongly encouraged to post questions of a general
nature to the class discussion groups rather than via email to the instructor so that
everyone can see the answers. The instructor will also be available for face-to-face
office hours.

C. How many hours per week are students expected to use the specified
technology?
The course is 3 units. In a face-to-face format, it would normally be taught as a full
semester course that meets 3 hours per week, and students would be expected to spend
between five and ten hours per week reading & practicing outside of class.

D. How will instructor and student contact be maintained, including the
frequency of contact?
There will be weekly contact through online discussions & assignments. Individual
assignments, email, and discussion groups will be the primary form of contact. The
material is organized into weekly modules of content, assignments and quizzes. The
instructor will review each of the assignments for accuracy and completeness and give
feedback as needed.

IV. INSTRUCTIONAL METHODOLOGY
A. Assignments
1. Reading from the textbook and online curriculum and other resources
2. Weekly homework assignments



'B. Evaluations
1. Student assignments as described above
2. Online quizzes
3. An online written comprehensive exam
C. Evaluation Protocols
1. Assignments, quizzes, and the comprehensive and skill-based final exams will count
roughly equally for the final grade.
2. Assignments will be graded based on industry common standards of effectiveness and
readability.
D. Textbooks and Instructional Materials

1. Textbook(s) such as
• Firewalls and VPNs.
Greg Holden; Thomson/Course Technology, 2003

2. Additonal online reading materials.


