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II. Course Specifics
A. Hours Lecture 3 - Lab 3
B. Units 3
C. Prerequisites CNIT 120

Co-requisites none
Advisories none

D. Course Justification Introducing computer forensics to those who are new to the field. The
course will guide students toward becoming skilled computer forensic investigators and qualified examiners of
digital evidence.

E. Field Trips none
F. Method of Grading Letter Grade or Credit/no credit
G. Repeatability 0

III. Catalog Description The class covers forensics tools, methods, and procedures used for
investigation of computers, techniques of data recovery and evidence collection, protection of evidence, expert
witness skills, and computer crime investigation techniques. Includes analysis of various file systems and
specialized diagnostic software used to retrieve data. Prepares for part of the industry standard certification
exam, Security+, and also maps to the Computer Investigation Specialists exam.

IV. Course Objectives
Upon completion of this course, the student will be able to:

A. Define and describe computer investigations;
B. Demonstrate correct methods of evidence gathering;
C. Use and evaluate various operating systems and file systems;
D. Equip a Forensics Lab with appropriate hardware and software;
E. Install, configure, and use various command-line and graphical software forensics tools;
F. Describe and compare various hardware devices employed by computer forensics experts;
G. Retrieve and analyze data from a suspect's computer;
H. Create security implementation plans;
I. Summarize the evidence and write investigative reports;
J. Utilize the services of expert witnesses;
K. Recover file images, and categorize the data;
L. Examine and trace email messages;
M. Obtain and control digital evidence;
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V. Course Contents

A. Introduction - computer investigations in general
1. Computer Forensics, definition and description
2. Investigations, Law Enforcement and Corporate

a. securing evidence, copying the disk;
b. analyzing the digital evidence;
c. demonstration of correct procedures and methods.

B. Windows and DOS overview, review as required
1. Disk partitions;
2. The Registry;
3. NTFS attributes;
4. EFS recovery agents (Encryption File System);
5. DOS and Windows startup sequence.

C. MacIntosh and Linux Disks
1. Volumes, file systems;
2. Boot sequence, data structures.

D. A Typical Investigator's Laboratory
1. The need for physical security;
2. Laptop forensics workstations.

E. Current Computer Forensics Tools
1. Command-line software tools;
2. Graphical interface tools;
3. Making a forensics boot floppy disk;
4. Retrieving evidence using a remote network connection.

F. Hardware Tools
1. Workstations;
2. Write Blockers;
3. Other common devices.

G. Gathering Digital Evidence
1. Methods of data acquisition

a) Using DOS tools;
b) Other acquisition tools and methods.

2. Identifying, securing, and cataloguing digital evidence;
3. Processing and handling evidence at a crime scene;
4. Storing and documenting digital evidence.

H. Analyzing Digital Data
1. Addressing data hiding techniques;
2. Recovering passwords;
3. Examining encrypted files.

1. Email Investigations
1. Copying and printing email messages;
2. Viewing email headers;
3. Examining server logs--Unix, Windows, Groupwise.

J. Writing Investigation Reports
K. Being an Expert Witness
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Vl. Instructional Methodology
A. Assignments

1. Readings from the textbook.
2. Research and reports on topics such as: current and past computer crime incidents (stolen credit cards, threatening

emails, etc.)
3. Hands-on lab exercises, to be performed in Student Lab, such as: installing DOS and Windows forensics tools,

making a forensics boot disk.
B. Evaluation

1. Graded assignments that measure the student's ability to understand, define and describe concepts covered
in the course, such as proper securing of evidence, and proper documentation.

2. Tests and/or quizzes that measure understanding of the course objectives,
such as use of forensics hardware and software.

3. A comprehensive final examination covering all the topics of the course contents,
such as reading encrypted files, viewing and interpreting email headers, recovering passwords.

C. Text and other materials
Textbook such as

Nelson,et al; Guide to Computer Forensics and Investigations. Course Technology 2003;
ISBN 0-619-13120-9

VII. Title 5 Classification
Credit/Degree-applicable. Meets all standards of Title V. section 55002(a)
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~
A This course is particularly well-suited to being offered online:

1. The topic is timely and should be of interest all computer networking students,
and some students from Administration of Justice;

2. The course has new terminology and concepts that can be learned by the
students studying at home;

3. The lab exercises can easily be performed in the Open Labs;
4. The online Discussion Area and Assignment Tool provides a method for

students to discuss the material and turn in written homework; and
5. Many students wished to take the lecture course, but could not come to campus

at the scheduled time.
B. Offering this course online may help meet goals in the following ways:

1. The college as a whole is helped by providing accessibility to
courses for students (making the courses that they need available
at all times and places); also student success is greatly improved
if they are able to expand their course of study;

2. The Computer Networking and Information Technology
Department would like to offer as many different networking
courses as possible, but, as most students work at least part of the
time, they cannot possibly take all of them in two years. Since
the department has a shortage of rooms, it also helps the
department to offer the course online.

3. Finally the networking program will be enriched by students who
have taken this course and continue in other courses, providing
knowledgeable discussion in class.

III. INSTRUCTIONAL DELIVERY

A. The course will be delivered as an online class using WebCT with an in-person
Onentation and Open Labs.

B. The students and instructor will communicate in the following ways:
WebCT email, other email WebCT discussion groups, on-line chat room,
including on-line Office Hours, and telephone.



C. In addition to reading the textbook, the student is expected to read the on-line
material; to log in and check email, discussion postings, and announcements; to
participate, to do research, to upload assignments, and to take quizzes online. For
a 3-unit course, the student may spend an hour a day, 5-7 hours a week, on the
computer, although that time can be decreased by downloading and printing
material.

D. The instructor and students will maintain regular contact through the posting of
messages to the Discussion Board and through the regular uploading of
assignments.; with required online contact at least once a week.

IV. INSTRUCTIONAL METHODOLOGY
A. Assignments: The major assignments will be:

1. Research and reports on topics such as: current and past computer
crime incidents (stolen credit cards, threatening emails, etc.)

2. Hands-on lab exercises, such as: installing DOS and Windows
forensics tools, making a forensics boot disk.

3. Individual research papers on topics of current relevance.
4. Homework answering the chapter questions.

B. Evaluations:
1. Graded assignments that measure the student's ability to

understand, define and describe concepts covered in the course,
such as proper securing of evidence, and proper documentation.

2. Tests and/or qUizzes that measure understanding of the course
objectives, such as use of forensics hardware and software.

3. A comprehensive final examination covering all the topics of the
course contents, such as reading encrypted files, viewing and
interpreting email headers, recovering passwords.

C. Evaluation Protocols: The exams are given at scheduled times, and the quiz
questions are displayed randomly drawn from a much larger test bank.

D. Textbook and Instructional materials
Textbook such as

Nelson,et al; Guide to Computer Forensics and Investigations.
Course Technology 2003:
ISBN 0-619-13120-9


