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I. General Information
A. Date
B. Department
C. Course Number
D. Course Title
E. Course Outline Preparer
F. Department Chairperson
G. DepartmentJDivision Dean

II. Course Specifics

September 2003
Computer Networking and Information Technology
CNIT 120
Network Security
Laraine Koffman
Carmen Lamha _
Chi Wing Tsao _

A. Hours Lecture 3
B. Units 3
C. Prerequisites CNIT 106 or CNIT 201

Co-requisites no
Advisories no

D. Course Justification This course is designed to provide background and experience
for currently employed network administrators or managers and technical support specialists, or
for those who seek employment in these fields. The course covers description of security issues
as they affect computer networks; policies, procedures, and configuration of network settings
designed to secure the integrity of the data, the privacy of the resources, and to prevent
unauthorized access.

E. Field Trips no
F. Method of Grading Letter Grade
G. Repeatability 0

III. Catalog Description Knowledge and skills required for Network Administrators
and Information Technology professionals to be aware of security vulnerabilities, to implement
security measures, analyze an existing network environment in consideration of known security
threats or risks, defend against attacks or viruses, ensure data privacy and integrity. Terminology and
procedures for implementation and configuration of security, including access control, authorization,
encryption, packet filters, firewalls, and Virtual Private Networks (VPNs).

IV. Course Objectives
Upon completion of this course, the student will be able to

A. Define areas of security concern, discuss network security, and identify security risks.
B. Distinguish between and define internal and external threats to data and services.
C. Describe the vulnerabilities of various media (susceptibility to wiretaps or eavesdropping).
D. Secure access to resources on the network using passwords, permissions, access control lists (ACLs)
E. Evaluate various anti-virus software programs, and compare to software and hardware firewalls.
F. Define and identify types offirewalls, including Network Address Translation (NAT).
G. Discuss weaknesses of various operating systems and known and recommended fixes (patches).
H. Detect unauthorized attempts to access resources by monitoring (auditing)
I. Install and configure intrusion detection programs; analyze reports and recommend responses.
J. Provide solutions for known vulnerabilities in communications: email, remote access, file transfer,

and electronic commerce.
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K. Provide end-to-end security for the transmission of data between hosts on the network
L. Describe vulnerabilities inherent in wireless technologies and present suggested solutions.
M. Examine cryptography algorithms, emphasizing public keys (PKI) and digital signature certificates.
N. Develop a viable plan for disaster recovery including backed up data.

V. Course Contents
A. Introduction, overview

1. Overview of data and resource integrity and vulnerability to attack, internal, external:
a. Internal: viruses, malicious code, theft or destruction of code or data; sabotage.
b. External: viruses, worms, Trojan horses, spoofing, replay, denial of service, etc.
c. History of actual attacks (Melissa, Nimbda, Mafiaboy, etc.)
d. Considerations: integrity, privacy, protection of data, availability of servers.

2. Vulnerabilities of media and applications:
a. Susceptibility to wiretapping and eavesdropping: copper, fiber, wireless.
b. Software risks: cookies, anonymous login, plain text.
c. Fixes, patches, service packs and alerts, security websites.

B. Securing shared resources
1. Password protection, authentication, biometrics.

a. Methods to defeat or guess passwords.
b. Shared secret and Kerberos v. 5 authentication, ticket granting.
c. Access control lists and RADIUS servers (remote authentication dial in user service)

2. File and folder permissions in Unix and Windows
3. Encryption algorithms and methods

a. Windows encrypting file system (EFS)
b. Data Encryption Standard (DES); Triple DES (3DES).
c. Public key infrastructure (PKI), digital certificates, Certificate Authority (CA)
d. Secure Sockets Layer (SSL) and Transport Layer Security (TLS) use PKI
e. Pretty Good Privacy (PGP): encrypts and signs e-mail.

C. Anti-virus applications
1. Specific vendors: comparison, evaluation
2. Updates on line

D. Firewalls and other devices.
1. Personal software firewalls from various software vendors
2. Hardware: router filtering; TCP/IP packet filtering; hardware firewalls.
3. Proxy Servers
4. Network Address Translation (NAT)

E. Wireless: security issues: eavesdropping, jamming
1. WI-FI (802.11b): by default not secured and wide-ranging
2. Security algorithms for radio: frequency hopping and direct sequence.
3. WEP (wireless equivalent privacy) and 802.1x IEEE stronger standards.

F. Management: adopting and enforcing good practices
1. site security
2. turn off unnecessary services, close unneeded ports
3. training users to use security, properly configuring client machines.
4. risk management and plans for disaster recovery.
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VI. Instructional Methodology
A. Assignments

1. Readings from the textbook.
2. Discussion to demonstrate familiarity with concepts and procedures, such as:

• Risks and security threats; including history of documented attacks.
• Third-party software firewalls
• file permissions
• encryption algorithms

3. Written presentations, involving independent research using the Internet. Topics such as:
• Hardware and software firewalls
• Intrusion detection software
• Disaster recovery plans
• Proxy Servers, NAT, VPNs.

B. Evaluation
1. Graded assignments as described in A. above that measure the student's ability to understand,

explain, plan, design, and evaluate security in small to medium-sized networks, including
setting permissions on shared resources, communications security, and knowledge of the
vulnerabilities associated with all operating systems and applications.

2. Tests and/or quizzes that measure understanding of the course objectives, such as
procedures to secure resources, steps involved in preventing attacks, methods of encrypting
data, packet filters, and firewalls.

3. A comprehensive written final examination covering all the topics of the course contents, such
as: definition and description of known operating system vulnerabilities, known weaknesses
in remote access and wireless connections, use of VPNs and RADIUS servers.

C. Text and other materials
1. Textbook such as

a) Corporate Computer and Network Security;
Raymond Panko, Prentice-Hall; 2004
OR

b) Security+ Guide to Network Security Fundamentals
Campbell, Calvert, and Boswell; Course Technology, 2003

VII. Title 5 Classification
Credit/Degree-applicable. Meets all standards of Title V. section 55002(a)
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