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II. Course Specifics
A. Hours Lecture 3 - Lab 3
B. Units 3
C. Prerequisites CNIT 106 or 120 or 107 or 108

Co-requisites none
Advisories none

D. Course Justification For network administrators, information security professionals, and for
consultants, for both small and large businesses, to be aware of the many vulnerabilities in wireless networks, to
understand the different and developing techniques and standards to provide security, and to design and
implement effective security against attacks. Prepares for the industry certification, Certified Wireless Security
ProfessionaJ (CWSP).

E. Field Trips none
F. Method of Grading Letter Grade or Credit/no Credit
G. Repeatability 0

Catalog Description Provides knowledge, skills, and procedures to address the wireless attacks
on a computer network, to identify and eliminate known vulnerabilities in wireless networks, and to implement
solutions to protect data and to keep the systems running. Known and common attacks on wireless systems are
examined and discussed, and levels of security and developing standards are examined.

IV Course Objectives
Upon completion of this course, the student will be able to:

A. Describe the known vulnerabilities of wireless networks.
B. Explain the weaknesses and security issues ofWEP encryption.
C. Research and describe the developing new standards for wireless network security.
D. Configure both client and Access Point for more effective security.
E. Compare and evaluate software utilities that show scans, associations, connections, and Access Point signals.
F. Compare various software utilities that capture and decode encryption keys (used by hackers).
G. Implement and configure firewalls and Virtual Private Networking (VPN) and Virtual LANs (VLANs).
H. Analyze network traffic using protocol analyzers and detect unauthorized access.
I. Plan and design a hypothetical network with sufficient security to protect data, identity, and resources.
J. Define and describe risk assessment, legal liability, and laws affecting networks.
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V. Course Contents

A. Introduction
1. Vulnerabilities in wireless networks

a. Possible attacks on data, illegal use of network, denial of service
b. Rogue devices (highjacking of data or identities)
c. Access Control Lists (ACLs) and MAC (Media Access Control) address spoofing.
d. Tools and methods used (by hackers) to gather information.

2. Methods for Authentication (both user and client identification)
a. knowledge ofnetwork name (SSID - security set identifier)
b. passwords and accounts on Active Directory (AD) or other authentication servers (RADIUS).

B. Known weaknesses ofWEP (wireless equivalent privacy)
1. 24-bit Initialization Vector, manual rotation of keys.
2. Tools to capture and unencrypt WEP keys
3. Setting 40-bit and 128-bit WEP (review from 107)

C. New and developing techniques to improve or replace WEP
1. Wireless Protected Access (WPA)
2. 802.IIi with dynamic key exchange and AES (Advanced Encryption Standard)
3. 802.Ix and use of authentication servers
4. Various implementations of authentication using EAP (Extensible Authentication Protocol)

a. LEAP (Cisco Lightweight EAP)
b. PEAP (Protected EAP) - and use of certificates
c. EAP-FAST (new from Cisco)

d. Linux solutions using Perl scripts and MySQL
D. Configuration of network for more effective security

1. Preventing broadcast of SSID (network name)
2. Reduction of transmit power
3. Setting I28-bit WEP encryption
4. Authenticated user accounts and Active Directory

a. with RADIUS (Remote Access Dial-in User Server)
b. with Cisco ACS (Authenticated Client Server)

5. Entering MAC address filters to allow or deny selected addresses
6. Setting up and configuring VPN on server and client.
7. Considerations of network design:

a. switches vs. hubs;
b. single subnets, DHCP, and roaming.

E. Site survey and Access Point Software
1. Association Tables
2. Scanning tools that show Access Point signals

a. NetStumbler, Kismet
b. dStumbler, MacStumbler.

3. Port Scanning
F. Software tools that capture passwords

a. WinSniffer, AirSnort, ettercap, LOphtCrack, etc.
b. recommended actions to close these vulnerabilities.

G. Firewalls, Intrusion Detection Systems (IDS), VPNs, and VLANs.
1. how they work: advantages compared to configuration complexity
2.Setting up VPNs using MS Windows 2000/2003 and XP on client.
3. Firewalls and firewall filter rules
4. IDS can alert administrator to unauthorized MAC addresses.
5. Implementing wireless VLANs - the standard approach.

H Network Traffic Analysis
1. Administrator use to detect attacks
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2. Wireless packet analyzers hear all frame types ("promiscuous" mode)
3. Software tools such as "Snoop" and WildPackets products
4. Scan other bands, not just 2AG, looking for Wi-Fi devices.

I. Common practices to plan and design a secure network
1. Performance and complexity to be taken into consideration
2. Special considerations for Linux, MS, and Cisco systems.
3. Other factors: size of enterprise, need for mobility, and distance between points.
4. Wireless VLANs and Enterprise Wireless Gateways.
5. Security issues related to roaming and Mobile IP.

1. Legal Issues
1. Risk Assessment
2. Company policies
3. Current federal laws:

a. Identity theft
b. Computer Fraud and Abuse Act
c. Electronic Communications Privacy Act
d. Homeland security

VI. Instructional Methodology
A. Assignments

1. Readings from the textbook and handouts, such as review of the 802.11 wireless networking standard, WEP
encryption, and default process for associating with and connecting to an accesses point.

2. Research and reports on topics such as software scanning tools, known weaknesses with WEP, known wireless
vulnerabilities, known wireless hacking attacks and their prevention, ifpossible.

3. Hands-on lab exercises, to be performed in Student Lab, such as configuring client and Access Point for highest
WEP encryption, adding MAC address filtering, checking Association Tables.
B. Evaluation

1. Graded assignments that measure the student's ability to understand, define and describe concepts covered in the
course, such as new standards for wireless security: 802.1 Ii, 802. Ix, and the interim solution WPA.

2. Tests and/or quizzes that measure understanding of the course objectives, such as the encryption process, use of
certificates, and EAP types.

3. A comprehensive final examination covering all the topics of the course contents, such as setting up RADIUS
servers, VPNs, and VLANs.

C. Text and other materials
1. Textbook such as

CWSP: Certified Wireless Security Professional, Official Study Guide
Planet3 Wireless; McGraw-HilVOsbome; 2003

VII. Title 5 Classification
CreditlDegree-applicable. Meets all standards of Title V. section 55002(a)
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Technology Mediated Course Proposal

Informational & Course Outline Addendum

I. GENERAL DESCRIPTION

A. Date
B. Department
C. Course Number
D. Course Title:
E. Preparer:
F. Chair:
G. Dean:
H. Delivery Mode:

September 2004
Computer Networking and Information Technology
CNIT 109
Wireless Security
Laraine Koffman
Laraine Koffman
Chi Wing Tsao
ONLINE

II. TMI CoURSE JUSTIFICATION
A. This course is particularly well-suited for an online delivery mode for the

following reasons:
a. The contents of this course are extremely timely and important. The

students who learn this material can provide a useful technical service at
their workplaces;

b. This course is the last course in a series of online courses on the topic of
wireless networking,; and the students who previously completed CNIT 107
and 108 are waiting for this course, therefore it is in demand;

c. The subject of this course is under development - there are new standards
appearing frequently, making textbooks rapidly obsolete. As new
information appears in online sites, the online instructional format is well
suited to being modified and updated as needed. Also thus there will be

.opportunity and necessity for students to do research and reports on the
latest developments;

d. Many students already employed in the networking industry may not be
able to fit this course into their schedule at the particular day and time
that it may be offered -- but online, it is accessible to all.

e. Furthermore, for the hands-on projects for this course, a campus lab is
available on a drop-in, as-needed basis; therefore reducing the demand
for fully staffed labs. The students can do their reading, research,
collaboration and practice at home or work, and come into the campus at
provided times and places to do the labs.

B. Offering this course online may help meet goals in the following ways:
a. The economic health of the Bay Area may be advanced by students
studying wireless networking security. It may help them obtain
employment, and it may help their employers prevent lost data and
productivity in the workplace.
b. City College has a point in its Mission Statement about providing
accessibility to courses for students (making the courses that they need
available at all times and places); offering the course online allows
students who cannot otherwise be on campus to still begin their course
of study. Improving our students' industry employability is also
concurrent with the college's vocational mission.
c. The Computer Networking and Information Technology Department
would like to make this course available to all students who have already
completed the previous classes in the series, so that they can complete
their certificates. Offering this course on-line allows the students the
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opportunity to complete the certificate program within their own
schedules.
d. Furthermore, since the department does not have enough rooms, labs
or equipment for all the students who wish to enroll, online scheduling
helps the department.
e. Finally the entire networking program will be assisted by students
who have taken this course, and will contribute informed discussion in
the classroom in other courses.

III. INSTRUCTIONAL DELIVERY
1. The delivery method will be on-line, except for the in-person Orientation and

optional lab time available to the students.
2. The students and instructor will communicate in the following ways: email, WebCf

email, WebCf discussion groups, on-line chat room, including on-line Office
Hours, telephone, and US mail if necessary.

3. The student is expected to read the on-line material, to log on and check email and
discussion postings, to participate, to do research, and to upload assignments, in
addition to reading the textbook. In CNIT online courses we have one assignment
or quiz due per week. For a 3-unit course, the student may spend 3-6 hours a
week on the computer.

4. The instructor and students will maintain regular contact through posted
announcements, through the posting of messages to the Discussion Board, and
through email.

IV. INSTRUCTIONAL METHODOLOGY

A. Assignments.
1. Readings from textbook and from the Internet.
2. Homework will also be assigned to discuss known vulnerabilities of the 802.11

standard, weaknesses of the WEP enc:ryption method, interim solutions such
as WPA. Written research using the Internet, researching related topics of
current interest, including new developments and new draft standards and
other procedures to attempt to secure a wirelss network.

B. Evaluation
1. Student assignments that measure the student's ability to understand and

explain authentication and enc:ryption, the configuration of wireless networks
to prevent unauthorized access, and securing the integrity and privacy of data.

2. Tests and/or quizzes that measure understanding of terminology of the course,
such as 802.11i, 802.1x, and AES enc:ryption.

3. A comprehensive written final examination covering all the topics of the course
contents, such as: comparison of firewalls, authentication servers, and
enc:ryption to secure data and prevent unauthorized access.

C. Evaluation Protocols
1. Quizzes will be offered on-line at scheduled and posted times, with availability

opening one morning and closing on the next day.
2. The questions appear randomly, selected from a larger test database.
3. Textbooks and Instructional Materials

Textbook such as
CWSP: Certified Wireless Security Professional, Official Study Guide
Planet3 Wireless; McGraw-Hill/Osborne; 2003
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