Virus Checking
Your new system comes with state-of-the-art virus software: McAfee’s VirusScan.

ITS has configured the software to work in the background, so that you will not normally be aware of it. However, the software actively protects you against viruses as you work.

VirusScan has been set to:

· Check any documents that you open from a disk, email or the Internet for viruses

· Check your hard disk for virus infections three days a week at random times

· Look for virus updates from the McAfee Web site twice week at a random time around noon Wednesday and Thursday.
Virus checking and updating should happen transparently; you may occasionally notice that your computer sounds as if it’s working or that your work slows down momentarily. Neither of these effects should disturb what you are doing.

The two parts of virus protection

1: Virus programs: To prevent viruses from damaging your system, a virus-checking program must run on your computer to check all files that you open (documents, email attachments, and programs, for example). It must also run to see if any viruses are present on any file on your computer, whether you’ve opened it or not.
2: Virus definitions: Since new viruses appear constantly, virus software must keep up. Keeping up involves creating data files that can identify new viruses, and downloading these updated data definition files to your system. Virus programs use these files to identify digital patterns in files that in turn reveal the virus.
Why we Virus check

Viruses can corrupt or delete documents, losing hours of work. They can bring down individual or networked systems, costing hours of frustration and work lost. Although  CCSF should avoid the most obvious virus damage simply by our choice of email programs as well as by deploying Virus software and ITS vigilance, you can play a part by making sure that the virus software on your system is working properly.
Periodic viruses updates and virus checks on your computer

Both these processes have been set to happen automatically on your system: they have been randomized to start within a certain time frame twice a week (Tuesday and Wednesday within a window of several hours around noon).

It is possible, however, if you use your computer infrequently, or if you have been away for a while, that the tasks haven’t been run because the automatic settings didn’t catch your computer when it was on.

It is unlikely that you are at risk: the easiest way to make sure that your virus files are updated is to leave your computer on during the Tuesday Wednesday windows. To prevent bad consequences, this document includes instructions for checking on the status of your virus software and performing a scan  manually.

Viewing virus update status 

To open VirusScan and view update status:
1. Click the Start Button > All Programs > Network Associates > VirusScan. 

2. When the program window appears, click Help > About. The status window appears.
3. On it you can see the date of the last update to your program’s virus definition files. 
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If your definitions are seriously out of date, leave your computer on during the next Wednesday or Thursday window. Recheck to make sure that the update has happened.
The only time you would have to do this operation manually is if you have missed the window for automatic updating for a long time, or if you have been told that there is a new virus that requires immediate attention.

Doing a virus check manually 
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Open VirusScan (Start > All Programs > Network Associates > VirusScan)

2. Click Scan now to scan your C: Drive. If you want to scan other areas, click Browse and choose the location.
3. You’ll see progress screens, and then a screen telling you that the process is complete. If the program finds viruses, OK cleaning the files. If the program can’t clean them, you may have to authorize deletion.
4. That’s it! Click OK to finish and exit the VirusScan window.

Precautions

From the Symantec (Norton Anti-Virus) Web site:
· Do not leave a floppy disk in the floppy disk drive when you shut down or restart the computer.

· Write-protect your floppy disks after you have finished writing to them.

· Be suspicious of email attachments from unknown sources.

· Verify that attachments have been sent by the author of the email. Newer viruses can send email messages that appear to be from people you know. 

· Do not set your email program to "auto-run" attachments.

· Obtain all Microsoft security updates.
CCSF Note: Your system comes with the latest Microsoft “fixes.” New fixes will be downloaded to your computer.

· Back up your data frequently. Keep the (write protected) media in a safe place--preferably in a different location than your computer.
CCSF Note: Data saved on your network folder is checked regularly for viruses.

Also:

· Be suspicious of very large attachments. These may clog the email system as well as being hiding places for viruses.

· Be suspicious of strange subject lines even from familiar senders. Be especially suspicious if there is an attachment.

· Inform senders of messages identified as having a virus.
What is a Virus

From the CA web site, http://www3.ca.com/virusinfo/:

A computer virus is a program that explicitly copies itself. This may lead to it spreading from machine to machine and is typically done without the user’s knowledge or permission. Viruses, by definition, add their code to your system in such a way that when the infected part of the system executes, the virus does also.

Some viruses display obvious symptoms, and some cause damage to files in a system they have infected. While one or both of these features of a virus often capture the attention of the popular media, note from the preceding discussion that neither are essential in the definition of a virus. A non-damaging virus is still a virus, not a prank and, other things being equal, viruses without obvious symptoms are more likely to spread further and persist longer than those that rapidly draw attention to themselves. 
There are no ‘good’ viruses, simply because a virus is code that was not intentionally installed by the user. Users must be able to control their computers, and that requires that they have the power to install and remove software; that no software is installed, modified, or removed without their knowledge and permission. A virus is surreptitiously self-installed. It may modify other software in the system without user awareness, and removal can be difficult and costly. 

Hoaxes

Before you email everyone with a copy of a virus warning that you’ve received in email or seen on the Web, stop and check http://vil.nai.com/vil/hoaxes.asp
This part of the Network Associates Web site has information on information about phony virus information spread by interesting people as a joke or annoyance. Don’t let yourself be seen as a gullible nuisance. From the site:
“Hoax virus warning messages are more than mere annoyances. After repeatedly becoming alarmed, only to learn that there was no real virus, computer users may get into the habit of ignoring all virus warning messages, leaving them especially vulnerable to the next real, and truly destructive, virus”

Further Information

http://www3.ca.com/virusinfo/ is a good general virus information center, with updates on latest threats. http://www.mcafee.com also has updated information.
http://www.symantec.com/avcenter/faq.html is a FAQ with basic virus information and  links to updates on the latest threats.[image: image1.png]
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Start the scan





Change the location to scan
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